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Audion Sync Tools — pykoBoacTBO

English - XXypHan nameHeHunn

CopepixaHue

e Yrto 31O

e [Iporpamma v faHHble

e C yero HayaTb Ha HOBOW MallNHe

e OkHO

e KaneHT TyHHenen

e [pobpoc nopra: pabounii CTon 1 BCE OCTabHOE

e VI3 KOHCOMN
e Y10 rae nexnt
e [pabau

e OpenVPN 13 gaHHbIX MaLIVHbI

Y10 310

MNporpamma, Kotopas Aep>XUT Ha MawwmHe konuto MAIN VPS u Bcé, 6e3 yero 3ta konusa 6ecnonesHa:
KJHOUN, KIMEHT TYHHEeNs, AOCTYN K AOMALIHUM MalmnHam. [ac CHUMOK npuBaTHbIX apxusoB Build-

cteka B R2 bucket.

MAIN VPS cHuMaeT cBon pe3epB cam — Kaxayto Houb B 01:00, toHnToM | audion—backup.timer , n
knagét B r2:audion-backup/daily/rrrr-MM-A0 . 3abpaTtb 3TOT CHUMOK K cebe Ha AMCK MOXeT
TOIbKO Ta MaLlUMHa, rae nexxuT nanka gaHHbix: MAIN VPS k gomaliHemMy KOMNbIOTEPY HE MOCTYUYMTCA.

STUM W1 3aHMMaETCa NporpaMmma.

NMporpamma n aaHHble

Pa3BeseHbl HamepeHHo.
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Mporpamma — nanka  Audion Sync Tools : OkHO, cueHapwuu, cBou  rclone , cBOW KakoumM K R2
bucket, k1meHT TyHHens, Habop Ans AoCTyna K MawmnHaM. 34eCb HET HYM OAHOTo darina, KOTopbIN

>KanKoO NoTepAThb: BCE BOCCTaHaBAMBAETCA U3 Peno3nTopus.

AaHHble — coceiHAA Nanka, Ha3BaHHaa No mawunHe: | Audion Backup Laptop ,| Audion Backup
Work , Audion Backup Base . CHumkW, 3epkana koga MAIN VPS, kitouun, TOKeHbl. 34eCb HeT HU

OZHOTO UCMOAHAEMOTO daitna.

M#A nanky — 3T0 MMA MaLUWHBbI, U BUAHO ero cHapy>xu. OTaenbHOro npoduaa BHyTpW HET: Nanka cama
cebe npodunb. NMoka Nanka JaHHbIX 3BaNacb OAMHAKOBO Y BCEX, MPODUIV NPUXOANIOCH Pa3BOAUTD

MMeHaMn BHYTPW — OT 3TOr0 OTKa3anucCh.
Kak nporpamma eé HaxoguT:

1. Ykasarenb config\profile.json — nyTb, KOTOPbIVA OAHAX/AbI BbIOpan yenosek.
2. EpBMHcTBeHHas cocegHAa Audion Backup* — Ha caMoli MallVHE OHa ojHa.

3. lMpv nepBoMm 3anycke, KOrja ykasaTensa ewé HeT, nporpamma cnpatwumsaer. [laxe ecnm nanka

PSAZOM OAHa: B HEW KJIHOUM, afpeca 1N Nnaposib poyTepa, U CaamnTbCs B HEE No Aorajke Hesb3s.

,£I,ovvla ManokK ObIBaeT HECKOJIbKO — TaM JiexaT nanku AaHHbIX OCTaJibHbIX MalLUWH. Torp,a Bbl60p
NOKa3blBa€TCA CMNCKOM, a CLEHAPUN N3 KOHCON 6epyT NePBYHO N TOBOPAT 06 3TOM BCNyX, Ha3blBaA

KAHo4Y | —Root .
bykBa ancka HUrge He 3alimTa: Ha MallVHe, rAe MHCTPYMEHTbI XXMBYT Ha | S: |, NpaBUTb HeYero.

He3saBuncnmoctb — He ykpalueHue. PaHblue 3epkano 6bpano  rclone.exe u karoum k R2 bucket y
nybavkatopa, n 6e3 cocegHeln nankm He NOAHMMANOCh BOBCE. A MOAHMMATLCA OHO AOJ/IKHO Ha NyCTOM

MallrHe nepBbIM, 40 BCEro OCTaJibHOro.

C yero HauaTb Ha HOBOM MaLWUUHe

1. CkonunpoBaTtb 06e nanku: NPorpaMmy 1 JaHHble 3TOM MallnHbl. Kntoum eayT BHYTPU AaHHbIX, B
Tunnel\SSH (golden copy) n Tunnel\Export (Export Keys c nocneaHen MalnHbl).
2. 3anyCcTuTb NporpaMmy 1 ykasatb Nanky AaHHbIX — OHa CNPOCUT cama, Npv NepBOM 3anycke, 1 Tam

Ke CKavaeT UHCTPYMEHTbI, KOTOPbIX B BblMyCKe HET.

3. SETUP — IMPORT KEYS — pa3noxXwuT KJOuUn N0 TPEM MecTaM, rae Ux ULLyT NporpaMmmebl:
npodunb  SUSERPROFILE%\.ssh , | config\rclone nanku AaHHbIX U | core.sshCommand B
pabounx Konuax 3epkana. 3a0AHO BbICTaBMT NpaBaM Takon BUJ, Kakoro TpebyeT ssh, 1 NoUnHUT B

~\.ssh\config nyTtun, Beaywme B HUKyaa. Ecam B Export Keys He xBaTaeT cepBepHoOn napsl,
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BO3bMET €€ 13 Tunnel\SSH\servers . Yxe CyLleCcTBYOLMIA MPMBATHBIN KIOY COXPAHUT U

MpoBepUT ero npasa; -Check TO/JbKO MOKa3bIBaeT COCTOSIHME.

4. STORAGE — | SYNC ALL — nepBoe HanosHeHuWe 3epkana. Janble 3epkano OOHOBASET Ta Xe
KHomnka uan  sync—backup.cmd : 3agaHui B MNMaanmposmke Windows nporpamma He 3aBOAMT, a

HouHoun cHuMok MAIN VPS genaet cam, cBOMM TariMepom.

Ecnn Ha mawwmHe ctomT vyxon VPN Ha AmneziaWG — Hanpumep Red Shield, — cBoero knveHTa
CTaBWTb He HY>XKHO: TYHHeNN NonayT Ha HEM. KHonka  WIREGUARD  3TO MOKaXeT 1 CTaBUTb HUYEro He

CTaHeT.

MNpoBepka, 4to BCé BcTano:  Tunnel\check-tunnel-client.cmd nokaXeT KAMEHT TYHHeNs un

MapLupyThbl, | sync-backup.cmd -WhatIf — pgoctyn k R2 bucket.

OkHO

OtkpbiBaetcs | Start.exe . OauvH pa3 NpocuT NpaBa ajMVHUCTPATOPa — OHW HY>KHbI AN KOPPEKTHOM
paboTbl C CUCTEMHBIMW CETEBLIMU COEANHEHUAMMN: CNY>KOOW TYHHENSA, COCTOAHMEM MHTepdencoB
WireGuard u pykonoxatuamu. Cuctema oT4aéT 310 TOAbKO aZAMUHUCTPATOPY, M BbiNpallnBaTh NpaBa

Mo YacTsiM, B MOMEHT HaxaTus, BbIWIO bbl xy>xe. OTka3aTb MOXHO: 6e3 npaB He paboTatoT TOAbKO
TyHHenu 1 | SSHD |, a B 3aronioBke okHa ctouT «bE3 NMPAB AAMUHUNCTPATOPA».

Start.exe —Root "nanka paHHbIX" OTKpPbIBAeT OKHO Ha Ha3BaHHOW Marke — Ha 3TOT 3anyck:
yKaszaTe/ib NporpaMMbl OCTAETCA MpPeXXHUM. [anka, KOTOPOW HeT, Aorafkon He 3aMeHAETCA: OKHO

OTKpOeTCs 6e3 nanku AaHHbIX, U XXYPHaN CKaxeT, Kakyto eMy Ha3Bau.

YcTpoeHo Tak: gBe ¢aiisioBble NaHeNn BUAHbI BCEraa, a IeHTa pa3je/ioB CBepPXy MeHAET AWLb JBe
BELLM — YTO OTKPBITO B MaHeNAX W KakoWn paj KHOMOK noka3aH. [103ToMy KHoMKa nepecTaér 6biTb
3aKIMHaHWeM: B pa3gene  SSH KEYS cneBa ctouT golden copy, cnpaBa npoduab, 1 NOC/ie NPOroHa

KHOMKW BUAHO, YTO TaM N3MEHWMNOCb.

CnpaBa OT naHenen — XypHan, obLWni ana Bcex pa3geno. Mexay naHenaMm — y3kas nosaoca

KHOMOK, BHU3Y — pAj GainoBbIX OnepaLuin ¢ Ux KaaBuLwamm.

PowerShell cucrembl okHy He Hy>eH: cBon PowerShell 7 nexut pagom, B App\AudionPs.exe , n UM

Ke nayT Bce cueHapumu 1 Bpanrepbl.
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MNMepBbii 3anycK

Bbinyck npuxoanT 6e3 MHCTPYMeHTOB 1 6e3 ykasaTens Ha nanky gaHHbix. Oba Bonpoca 3a4atoTca B

O4HOM OKHe€, KaK TOJIbKO OTKPbIJIOCb I/ITaBHOE!:

e MANKA AAHHbIX — npepnaraetca nanka Audion Backup .., HaraeHHas paAoM C MPOrpaMmol;

VKA3ATb [IPVI'VH oOTkpbiBaeT 0630p: nanka MOXET iexkaTb r4e YroAHo.

e MHCTPYMEHTbI — yero HeT B nanke nporpaMmmbl 1 4to 6€3 3T0ro He paboTaet. KHoMKa

cKauumBaeT HegocTatoulee, okoso 100 MB.

NHcTpymeHTOB WwecTh: rclone (63 Hero naHenn He YmMTaroT MawunHbl U R2 bucket, konnposaHue u
3epkana He nayt), cloudflared (mapwpyTt yepes Cloudflare), Windows Terminal (tepmuHan k

MawmnHam), PeaZip (ynakoBka v pacnakoBka), pegaktopbl Microsoft Edit n micro (F4). OkHo nepsoro
3anycka BO3BpaLLaeTca Npu KaxAoM cTapTe, Noka MHCTPYMEHTa He XxBaTaeT: MporpaMmma, Kotopas He

MOXET MPOYNTATb MaLlUMHY, AOJI>KHA CKa3aTb No4YeMy, a He CTOATb C NYCTbIMW MaHENAMMN.

Llanka

CneBa Bepcua n 6erigx DATA — 1MA nanku AaHHbIX 3TOW MaluuvHbl. LLlenyok oTkpbiBaeT eé B

npoBoAHuWKe; Apyras Boibupaetca B | SETTINGS > MAMKA OAHHbIX > BbIBPATD .

B cepeanHe — cTpoka Npobbl: KakoW MapLUPYT 3@ CKOJIbKO OTBETUA U KakUM NMyTéM NonaéT okHo. O

Hel — B «MapLupyTax K MallnHam».
Cnpasa:

e NMOTOKWU — ckonbko nepeaay MAET OAHOBPEMEHHO; | — W + MEHANT YyMcno BaBoe. MeaneHHOMyY

KaHany nerye ¢ MEHbLUMM, MHOXECTBY MeNKMX GpanioB — ¢ HonbLIMM.
e RU / EN — s3bik HTepdeiica.

e KHonka ¢ conHuem — Tema: Audion Vault Dark (no ymonuanuto), Audion Dark, Audion Code Dark,

Audion Light.

Bcé 310 3anomMuHaeTca Mexay 3anyckamu.

Paszpenbi
Pazpen Yto B naHensax Uto B KHOMKax
SETUP — nepBasa | npodwuab,  config\rclone |, golden waru ob3aBeseHus: agpeca, kntouum, SSHD, SSH

HacTpoWika copy, Export Keys, nanka gaHHbix, LOCAL TUN, RESTORE, RCLONE.CONF
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Paspen

SSH KEYS —

KJTKOYN MalUWHbI

TUNNEL —

HacTpolika CBs3u

REMOTE —

TepMmuHan n RDP

STORAGE —

CHUMKUK 1 R2

CLOUDS —

obnayHble anNcKku

SETTINGS

YTto B naHenaAx

golden copy, Export Keys, npodub,

config\rclone

mMaLmHbl, MAIN VPS, LOCAL

MaLnHbl, MAIN VPS, LOCAL

HOYHble CHUMKW, Narnka AaHHbIX, NATb R2

bucket, MAIN VPS, SECOND VPS, LOCAL

MalwmnHbl, LOCAL 1 3aBeaéHHble ob1aka

HaCTPOVKM BMECTO naHenemn

YTo B KHOMKaXxX

CrMCOK, SSH-COPY-ID, OTO3BATb, EXPORT
KEYS, R2 CREDS

npoba n ANATHOCTUKA, CLOUDFLARED,
OPENVPN, poytep, DNS, WIREGUARD, WG
BASE-ROUTER

TepMuHaabl MawwmnH 1 poytepos, RDP, ROUTER
WEB, SOCKS, BbI6bOp NporpamMmmbl TepMmrHana

SYNC ALL, SYNC SELECTED, DRY RUN, PRIVATE
BACKUP

MOAKNOUNTL 06/1aK0, BOMTU 3aHOBO,
nepevMeHOBaTb, OTK/IKOUNTL, MPOBEPUTS,

KNtoum o0bs1akos

narka gaHHbIX, UHCTPYMEHTbI 1 BEpPCUN,

pegakTop F4, wpndT, Npo3payHoCcTb, pa3mepsbl

KHonka c 6ynaBkoi B monoce Mexay naHenamm 3akpenaseT pasgen: Npu CaesyroLlemM 3anycke okHO

OTKPOETCH Ha HEM. YUTO He B30 B PSS MO WMPUHE, YXOAUT BTOPOU CTPOKOW.

Macrtepa cnpaluvBatoT B CaMOM OkHe — dbopMoi, Tabanuen nam BbiI6OpomM 13 HECKOBKUX JEeUCTBUN,

— a paborty genaet cueHapuii 3 Engine\Scripts : TOT Xe, UTO 30BETCA U3 KOHCOAN. B oTaenbHOM

KOHCO/IM OTKPbIBAETCA TO/IbKO TO, YTO CaMO BeAET pa3roBop: SSHD , RESTORE , yctaHoBka WireGuard,

noAbEM TyHHens, pasroBop ¢ poytepoM, OpenVPN, npobpockl n Bxoa B obaako.

NHaukaTopbl

Y KHOMOK, KOTOPble YTO-TO 3aBOAAT, CIeBa MHANKATOP. 3HAUEHWUIA TPW, M KPACHOTO CPeAmn HUX HeT:

° Cepbli"l — 3TOro HET: HE 3aBeAEHO, HE YCTaHOBNEHO, agpecC HE BMNUNCaH,;

° OpaH)KeBblﬁ — €CTb, HO 4€JIOM HE MOoATBEPXKAEHO!: ¢a|7m Ha mMecTe eu.l,e HE 3Ha4YWT, YTO NO HEMY

MycKatoT;

e 3e/IéHbIN — NOATBEPXAEHO U NMOATBEP>XKAATb HEYETO.

HOATBep)KAEHI/Ie — NpoYnUTaHHasA NnaHesb. ﬂpO‘-II/ITaﬂaCb MalUMHA — 3eNEHbIMM CTAHOBATCA KAOUN U

RCLONE . CONF ; npouuntancsa R2 bucket — napa R2. Y cny>6 3enéHblii 03HayaeT, uto ciyxba pabortaer,
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y SSH TUN — yto cobcTBEHHbIN Ssh aep>UT kaHan. Y KHONok MawwuH B pa3gene REMOTE 3HaueHui

yeTblpe — O HUX B «MaLumHax».

CocTosiHMe unTaeTca Npuv OTKPbITMN OKHAa, KOrada KOH4YaeTca oyepeab 3ap,aH|/u7|, KOrjaa 3akpblBaeTca

KOHCO/Ib MacTepa v no kHomnke | COCTOAHUE . CeTb Npu 3TOM He TPOraeTca: MallMHbl NPObyeT KHOMKa

PORT 22 TCP PING W OAWH pa3 caMo OKHO Npw cTapTe.

O63aBepeHne — paspennl SETUP n SSH KEYS

KHomkn o63aBefeHms OTBEYatOT Ha BOMPOC «4TO eLLé He CAeNaHo Ha 3TOW MaluvHe». OTBeYatoT OHM

Mo narnke AaHHblX, @ He MO MaMATU OKHa: KakoW KoY 34eLUHWI, NporpaMMa y3HaéT cama — ero

nybavnuHaa nonosuHa nexxmt B CLIENTS, 3akpbitTas — B npodune.

Paspen — KHonka
rpynna
SETUP — AOPECA
LLATI

SSH-KEYGEN

IMPORT KEYS

SSH-KEYSCAN

SSHD

SSH TUN

SETUP - RCLONE . CONF
MPOYEE

ROUTER PASS

RELEASE

REMOVE TASK

MugukaTop ropwmr, Korga

B targets.json 3anonHeHbl BASE n LAPTOP

B Npodune NexunT KoY 3TON MaLLVHBbI

B npodune nexut napa mawmHbl n3 CLIENTS

CMUCOK K/HOYelr XOCTOB CO34aH

cny>x6a sshd 3aBegeHa

REVERSE SSH TUN 3aBeaéH

B | rclone.conf He OCTaNOCb HE3aMNMOJHEHHbIX

MeTOK

napoJib poyTepa COXPaHéH

narka BblbpaHa 1 BHYTPW NpUBaTHbIE apXMBbI

OCTaNoCh eXeAHEBHOE 3a/laHne MPEXHNX
BEPCU — KHOMKa BUAHa TOJIbKO TOrAa v

YAandaeT ero

3enéHbii — nocnae

MallHa OTBETW1a Ha

npoby

npo4ynTanacb naHe b

MaLuuHbl nam VPS

npo4ynTanacb NaHe b

MaLnHbl nan VPS

npoynTanacb

yﬂ,a]’léHHaﬂ naHenb

cny>xb6a pabotaet

COBCTBEHHbIN Ssh

AEPXKUT KaHan

npouunTanacb

yZAanéHHas naHenb

cpasy

cpasy
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Paspen — KHonka Nupnkartop ropwur, Korga 3enéHblit — nocne
rpynna
SSH KEYS - R2 CREDS davin | r2.credentials Ha mecTe R2 bucket npouuntancs
EXTERNAL B NnaHesn
SSH KEYS - LAHHbIE ectb golden copy  Tunnel\SSH wau Export cpasy
MAMKA Keys | Tunnel\Export
TUNNEL - WIREGUARD Ha MaLUMHe eCTb KINEHT TyHHeNel cpasy
LOCAL
WG BASE- B Aa@HHbIX IEXXNT KOHOUT TYHHeNs cnyxba TyHHens
ROUTER yCTaHOBJIEHa

be3 nHankatopa B SETUP cToaT Tpm kHonku. | YCTAHOBUTb  knagét cloudflared.exe B
Tunnel\Bin wu nepenucbiBaeT cBoW 610k B | ~\.ssh\config — Hy>XHa TONbKO TaMm, rAe KoHdura HeT
BoBCe. RESTORE BocCCTaHaB/iMBaEeT MalIMHY U3 BbIBpaHHOM Nanku AaHHbIX MOCAE NnepeyCcTaHOBKM

Windows: nopsgok — B RESTORE_RU.md. OVPN PATH BbibupaeT kameHT n npoduab OpenVPN.

B pazgene SSH KEYS, kpome Ha3BaHHOrO:

e CMUCOK — BCe KNHOUM OLHUM CAMCKOM: YTO 3@ KHOY, FA€e NIEXUT, eCTb IV K HEMY NMPUBATHBIA U Ha

KakKunx MallrHax OH NMporuncaH. Huxe — pa60t-||/|e d)al\/llflbl 3TOW MalUWHBbI.

® | SSH-COPY-ID — gonucbiBaet nybanyHble katoum n3 CLIENTS B authorized_keys kaxgown

MaLUWNHbI Yepes y>ke XXMBOMN JOCTyn.

e O0TO3BATb — ygansaet nybAMYHBIN KAKOY MO MMEHW CO BCEX MALUWH, KyAa ecTb AocTyn. [ocneaHuin

K/IHOY Ha MalUMHe He CHUMAET: MHaye Ha Heé byaeT He BOUTW.

e EXPORT KEYS — cobupaert katoum 31oi MawmHbl B | Tunnel\Export ; MPOBEPUTb noka3biBaeT

packnagky v He Tporaet H1 oAHOro darina.

APECA oTkpbiBaet Tabaunuy MawwmnH. Ctpoka SECOND VPS — azpec v NOpT B CTPOKE, a NOA
Tabavuen Tpy nons Ans ero UMEH — xocT B ~\.ssh\config , oH xe nosepx cloudflared 1 nms
KAtoYa. Y NpexHnX yCTaHOBOK 3T MMEHa CBOW; OKHO caMO nepeHocut nx n3 ~\.ssh\config npwu
3anycke, a Mo NO3BOAAIOT UX NonpasunTb. lNocne 3anncm okHo ceepsetca ¢ ~\.ssh\config u

roBOPUT, C/IV UMSA TyAa eLLE NPesCTONT BnucaTb KHonkon YCTAHOBUTD .

R2 CREDS cnpawvBaeT napy «MaeHTMduKaTop n cekper» — unx Bblaaét naHenb Cloudflare B pasgene
R2 - Manage API tokens — un knagét darinom Tyaa, rae nx uwet rclone . Cpasy nocsie 3anmcy OKHO
cnpawwmBaet y R2 cnucok bakeToB: katou 6e3 npoBepkn — 370 obellaHme, a He AOCTyn. 3HayeHns B

>KypHas He nonazaroT HU Npwv yAade, HU Npu oLumbke.
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SSH-KEYSCAN | cobupaet kntoum xoctoB B | config\rclone\known_hosts nanku gaHHbIX — CMMCOK,
Mo KOTOPOMY MaHenn y3HatoT MalunHy. [poBepkn nayT napannenbHo B OTAe/bHOM Npouecce, OKHO
OCTaéTcA AOCTYMHbIM. [1pAMON 06X0A XAET A0 NATV CEKYHA; ANA MONYaLLMX afPeCcoB HaCTPOEHHbIe
SSH-mMapLpyTbl npoBepaAtoTca ewé [0 natTh cekyHA. | CTOMN 3aBepluaet npoBepKy BMecTe C
AOYEPHUMK NpoLeccaMn. HefoCTynHble XOCTbl COXPaHAT NpexHue katouu. MNpun cmeHe kitoda
MPeXHAA 3anncb TakxKe OCTaéTca: nocne cBepky otrnevartka nostopute ¢ Ctrl man  Runs\ssh-
keyscan.cmd —Force . ®ann | ~\.ssh\known_hosts He Tporaetcs: um nonb3ytorca | ssh , Windows
Terminal n Tabby. B 06xoa Bxoant n SECOND VPS c ero SSH-noptom 13 tabavubl  AIPECA . 3TOT

CMWUCOK ANS NaHEeNen He 3aMeHSET NOATBEPXKAEHNE NEPBOro BXOAa Yepes 0bbluHbI SSH.

LiBeT nonoc

CneBa y KaXAoW rpynnbl KHOMOK — TOHKas LBeTHas nosiocka. OHa NozckasbiBaeT, Kakoro poja Bellb

Bbl CEMYUAC MeHsAeTe, elé A0 UYTeHUS NOAMUCEN.

e Gold (3onotan) — karoun: napsl, authorized_keys, known_hosts, R2 creds

e Sea Blue (cuHss) — cBasb: cloudflared, REVERSE SSH TUN, WireGuard, mapLpyTbl, poytep
e Bottle (3enéHan) — mawunHbl: TepmuHan, RDP, npuém darinos

e Mango (Ténnas >xxéntan) — MHCTPYMEHTbI: KIMEHT TyHHens, rclone, TepmuHan, obHoBAeHMe
e Teal (buptozoBas) — obnaka

e Plum (nvnoas) — xpaHuauwe: cHumkn, R2 bucket, RELEASE

e Grey (cepas) — fAaHHble U HaCTpOMKa: Nanku, agpeca, waru SETUP

OtaenbHo: kHonku danger (OTO3BATb, OTK/TKOUYUTD) okpalueHbl B Burn Orange — oHu yaanatoT

WJIN OT3bIBAKOT.

LiBeTa n tembl

KHonka ¢ conHuem B neHTe oTKpbiBaeT Bbibop TeMbl: Audion Vault Dark, Audion Dark, Audion Code

Dark n Audion Light. Beibop 3anomuHaeTtcs.

NmeHa dannos kpacut  App\config\colors\themes.json — B HEM LiBETA U NOPSAAOK NPABWUJ; YTO
cyunTaTb BUAEO, LOKYMEHTOM WA apXMBOM, roBopuT coceaHnin  App\config\mask-groups.json , Te
e CemMbM, UTO B OKHe Macok. [paBuna nayT ceepxy BHM3, Nobexxaaet nepBoe NojoLuesLlee: CBeXMNN
apXMB KPacUTCs Kak CBEXWN, a He Kak apxuB. Bo3pacT cumTaetcs kaneHaapHbIMU CyTKaMu, NO3TOMY

BUEpaLLHUI palin — «He CTaplue AHA», JaXKe eCv eMy TPpUALATh Yacos.

LLBeTa CaMOro OokHa — paMKu, KHOMKW, q)OH CMNCKa — XUBYT OTAEJIbHO, B TEMaX OKHa, 1 Ha LBETa

CTPOK HE BJINAKOT.
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Manenn

Hag, ka0 naHesbto — KHOMKM UCTOYHWMKOB: YTO OHa Moka3sbiBaeT. JIoKalbHbIN AUCK, MaLllMHa No
ssh, R2 bucket n obnako ana nporpaMmbl OAMHAKOBBI: UX YNTAET OAWH W TOT XXe rclone , u
KOMMPOBaTb MOXHO MeXAy NH0ObIMU ABYMS CTOPOHaMU. Y MaLLVHbI B MOAMNWUCU CTOUT MapLUpyT,
KOTOpbIM cenyac nget obpatyeHmne: BASE - SSH SECOND VPS . Cn1COK MCTOYHWKOB OTKPbIBAKOT U

knasuwu: Alt+F1 — y neBon naHenn, Alt+F2 — y npason.

Mo KHOMKaMu — AOPO>KKa MyTL: LLIeNYOK MO CerMeHTy BO3BpaLLaeT Ha ero ypoBeHb. BHU3y naHenn —

CTPOKa COCTOAHMSA: CKOIbKO OBBEKTOB, @ Y AMCKa — CKO/NbKO Ha HEM CBOGOAHO.

LLlenyok No 3arosoBKy KONOHKN MeHsieT NOPsSAOK CTPOK, MOBTOPHbIN NepeBOpaYvMBaeT ero; CTpeska

NMOKa3bIBAE€T, NO YEMY Pa3NO>XKEHO. [Mankn Bcerga ocraroTcA CBEpPXY.

Pamka akTMBHOM NaHenu NoAcBeyeHa. AKTUBHAsA — VUCTOYHMK /1 KOMMPOBaHMA U CUHXPOHU3aLMK,
BTOpas NPUEMHWK; MaHeNb CTaHOBUTCS akTMBHOW OT Atoboro kacaHus, Tab nepeBoauTt kypcop B

COCEAHKOHO.

Otmetkn. OTMeUeHHas CTpoKa MoJyvaeT OPaH>KeBYH TOUKY B Y3KOW NepBOM KONOHKe. [poben nan
Insert oTMeyaeT cTpoky 1 nepeBoamnT Kypcop Huxe, Ctrl+A oTMeuaeT BCE, a Mpy BCEM OTMEYEHHOM
CHVMMaeT, | * Ha undpoBon knaBmatype obpalyaet otTmeTku. o Mackam oTMeyaeT OKHO Macok.

®dannoBble onepauuy 6epyT oTMeUeHHoe, a 6e3 0TMETOK — CTPOKY NMoJ, KYPCOPOM.

BbicTpbii punbTp. KnaBumiia F oTkpbiBaeT CTPOKY Hag CNMMCKOM: HabpaHHOe Cy>kKaeT CMMCOK MO UMEHW.

Esc ybupaet dpunbtp.

Pasmepbl. KosoHka nokasbiBaeT Kb, Mb v I'b inbo TouHble 6ariTel — nepekaroyatens B SETTINGS.
Shift+Mpoben cuntaeTt TOUHbLIM pa3Mep CTPOKM NOA KypPCOPOM, Manku TOXe: Ha 3TOW MalluHe Mo

AMCKY, Ha JanbHen cTopoHe vepe3 rclone size . OTBET BCTAET B CTPOKY COCTOSHUS NaHesw.

CTpokK packpalleHbl MO CBEXECTM U MO TUny danna — npasuia B

App\config\colors\themes.json .

NMonoca mexay naHenamm

CBepxy BHU3:

e CTpesika BBEPX — Ha YPOBEHb Bbille B akTMBHOW NaHenn (Backspace);
e KpyroBas cTpeska — nepeumtatb akTMBHYO naHenb (Ctrl+R);

e 3B&304YKa — OTMETUTb CTPOKWN MO Mackam;

e nyna — nowuck (Ctrl+F, Alt+F7);

® /Be CTPE/SKM — MOMEHATb MaHenn Mectamu, CTouHnkM 1 nanku (Ctrl+U);
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e OynaBka — 3aKpenuTtb pasgen;

® (CXeMa CETU — MapLwpyTbl NO MallMHaM:y Ka)KAOIZ MallUNHbI CBOI;I;

® MuUTaHVe — BKAHOUNTb U BblIKNOUNTL WG-TyHHenb f0 poyTepa BASE. 3enéHasn, noka TyHHe b
NOAHAT; OpaHXeBas, korga cnyxba CTOUT, @ TYHHe/Ib ONyLLeH; NoralleHa, rae TyHHe b He
yctaHoBsieH. C 3axaTbiM Ctrl TyHHeIb NoAHUMAaeTCAa BOMPeKy nepeceyeHnto ceTew;

e /iBe HUXXHWE KHOMKM KnaayT B bydep nmeHa otmeudeHHoro (Ctrl+Shift+N) n ero nonHble agpeca,

Kak ux noHnmaet  rclone (Ctrl+Shift+P), — no ogHomy Ha cTpoky.

Knasuwum
KnaBuwa
Tab
Enter
Backspace
Alt+— n Alt+—
Home, End
Mpoben, Insert
Ctrl+A

* | Ha LmdpoBoWi

knaBsuatype

Shift+Mpo6en

Ctrl+R
Ctrl+U
Alt+F1, Alt+F2
Ctrl+F, Alt+F7

Ctrl+Enter

Yro pgenaer

nepe17|TV| B COCegHHOH NaHeNb

BOWTMW B narnky

Ha ypOB€EHb BblLlle

Ha3aj u Bnepép, Nno NCTOPUK NMaHen

B Ha4dasio N B KOHEL, CNKCKa

OTMEeTUTb CTPOKY U nepeBecTr KypCop HMXe

OTMETUTb BCE; npu BCEM OTMEUYEHHOM — CHATb

0bpaTuTb OTMETKM

TOUHBIV pa3Mep CTPOKU MOA KypCOpPOM

6bICTPBIV GUABTP MO UMEHU

nepeynTaTb NnaHe b

NMOMEHATb NMNaHeJIn MeCTaMiu

CMUCOK UCTOYHWKOB JIEBOM 1 NPaBOW NaHenu

nounck

TepMUHaAN TaM, rae CTOUT NMaHe ib: Nnarnka 3TOM MallWHbI AKX MallnHa no ssh
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KnaBuwa

F2

F3

F4

Shift+F4

F5

F6

F7

F8, Delete

Shift+F8, Shift+Delete

F11

F12

Alt+F5

Alt+F9

Ctrl+Shift+N

Ctrl+Shift+P

Esc

Yro pgenaer

neperMMeHoBaTh; Ha 3aHATOE NMA — OTKa3, N NP HaXXaTnwn, 1 nepes caMblM 3anyCKkoMm

3ajaHnA

nybAnYHbIEe CCbIIKM Ha OTMeYeHHoe B R2 bucket — B 6ydep

OTKPbITb alin B pefakTope

HOBbIV paitn — 1 cpasy B pefakTop

KOMnpoBaTb B COCEAHHOKO NaHe b

nepeHecTu

co3zatb narky

yAanuTb (C NOATBEPXAEHNEM); Ha AMCKe 3TOW MawmHbl — B Kop3mHy Windows

yAanuTb MUMO KOp3UMHbI, HAaCOBCEM

AOJINTb HOBOE B COCEAHKOHO MNMaHe b

TOYHaA Konma B COCeAHHOKO MNMaHe/ b (c I'IO,CI,TBGp)K,CI,eHI/IeM)

ynakoBaTb B apXvB

pPacnakoBaTb apXuBbl

MMeHa oTMeyeHHoro — B Bydep

noJiHble agpeca oTMeUYeHHoro — B Bydep

OCTaHOBUTb NAYLLYHO OMnepaumnto; B NMoJie BBOAa — 3aKpbITb Nose, onepauna VAET

Janblue; MHaye — ybpatb GuabTp, HakgeHHoe uan 3akpbiTb SETTINGS

Tpw kHonkn noHumatoT Ctrl: | OPENVPN ¢ HMM npoBepseT nyTu 6e3 nogkatovenHus, SSH-KEYSCAN

3aMeHsIeT U3MEHUBLLNNCS KoY XOCTa, KHOMKa nnTaHna NnogHNMMaeT TYHHE/Ib BOMNPEKN nepecevyeHnto

ceTen.
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Macku

KHonka co 3B€3404KOIN OTKpbIBaeT OKHO | MACKA OTMETKM : OHO OTMeuYaeT CTPOKW aKTUBHOW MaHenw.

¢ lMone macok. Mackun yepe3s 3anaTyto: *.docx , 2026-* . ChoBo 6e3 3BE3404EK — YaCTb UMEHM,
.png — paclumpeHue.

e CBOW HABOPbI. COXPAHUTb KAK.. coxpaHsfeT HabpaHHOe noj CBOUM MMeHeM, 1 Habop
CTaHOBWUTCS KHOMKOW B 3TOM OKHe;  YBPATb HABOP cHumaeT kHonky. Habopbl nexat B nanke
AaHHbIX, B config\mask-sets.json , n UnCcTKy NporpaMMbl NEPEXMBALOT.

e U3MEHEHDbI. KOrJA YrogHo , 3A YAC || 3A CYTKW , | 3A HEJE/IH — Te e rpaHuLbl, 4YToy
LBETOB CBEXECTH.

e TPYMMbl. Cembn paclumpeHnin — AOKYMEHTbI, BUAEO, rpaduka, apxmBbl U Npoune, Kaxkaasa B LiBETE
CBOMIX CTPOK. BKJINYUTb Aob6aBnseT oTMeYeHHble rpynnbl K Noato, | UCKNNYUTb  BblYMTAET UX U3

HabpaHHOro: «BCe AOKYMeHTbIl, KpoMe PDF».

OTMETUTb CcHWMaeT nNpeXHue OTMETKU U CTaBUT HOBble, | AOBABUTD  npeXxHux He cHumaeT,  CHATb

BCE ybupaeT Bce OTMeTKM NaHenu, OYUCTUTL onycTowaeT nose, rpynmbl 1 Bpems.

Mowuck

Ctrl+F, Alt+F7 nan nyna B nonoce mexay naHenamu. Vet ot nanku akTMBHOW naHenu Braybb — Ha

JANCKe, Ha MalunHe no ssh, B R2 bucket 1 B obn1ake ognHaKkoBo.

e TAE — oTkysa nckatb; [AMKA MAHENW noacTaBAsieT MeCToO akTUBHOM MaHenu.
e YTOo Mckatb — yepes 3anaTyro: CJIOBO — YacTb UMeHW,  .dwg — paclimpeHue, | 2026—-* — Macka,
/BbipakeHne/ — perynapHoe. lNycto — Bce Ganbl.

¢ N3MEHEHDI v FTPYIINbl — kak B okHe Macok.

MOUCK 3anyckaet, CTOM wan Esc octaHaBavBaeT — HaveHHOe OCcTaéTtca B Tabauue. MNoka3sbiBatoTcs

nepsble 50 000 HaAeHHBIX; ecin Ux HobLUe, 3aMPOC CTOUT YTOUHUTD.

C HaAeHHbIM MOXHO ABa Aena. MEPENTU K GAWJTY OTKpbIBaeT B aKTMBHOW NMaHesv nanky paina v
CTaBWUT Ha Hero Kypcop. B MAHE/b noka3biBaeT BCE HaWAEHHOE B aKTUBHOW MaHeNN NaoCKUM

cnmckoMm: ottyga F5 n F6 yHocaT B cocegHtoro naHens, F8 yaanset, a Esc Bo3BpalLaeTt camy nanky.

Ccbinkm — F3

F3 knagét B 6ydep nybanyHbIE CCbIKM Ha OTMEYEHHOE, MO OAHOW Ha CTPOKY, 1 MOBTOPAET UX B
XypHane. Pabotaet B naHenu, kotopas ctout B R2 bucket co cBomm cantom: | audion-share |,
audion-media , audion-releases , audion-vault . H/4ero He 3arpyxaetca v He MeHAeTCs:

CCbl/IKa CTPOUTCA N3 MECTa obbekTa.
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[fe cavT OTAAET TONIbKO OTKPbITbIE MYTW, CCbINKA Ha 3aKPbITbIA MyTb MOMeYaeTcs «(MyTb 3aKpbIT)»: OHa
MoCcTpoeHa, Ho 3apaboTaer, Koraa NyTb OTKPoroT. CcbinkM Ha | audion-vault CTOAT 3a Access u

OTKPbIBAKOTCA TOJIbKO BJIaAENbLLY.

PepakTop — F4

F4 oTkpbiBaeT dain noa kypcopom B pegaktope, Shift+F4 cnpawmsaet ums, co3gaét nycton dpann u
oTKpbIBaeT ero. PegakTop Bbibupaetcs B SETTINGS: Microsoft Edit u micro e3aat ¢ nporpammon u
OTKpbIBAKOTCA B €& TepMuHane, baokHoT ectb B Windows Bceraa, CBOW.. — nrobas nporpamma.
PesakTop pabotaet ¢ dannamm Ha AMCKax 3TOM MallnHbl: Gain ¢ JafbHEN CTOPOHbI CHaYvana KonupyroT

K cebe.

ApxuBbl

Alt+F5 ynakoBbiBaeT OTMeYEHHOE (MK CTPOKY NOA KypCOPOM) B COCeAHIO naHenb, Alt+F9
pacrnakoBbIBaeT OTMEUEHHbIE apXMBbl — B COCEZAHIOI MaHesIb AN Ha MecTe, BCE BMeCTe WU KaXabl
B CBOIO nanky. PaboTaeT PeaZip, KOTOpbI NporpamMmma BO3WT € CO60M, U TONbKO Ha AUCKaX 3TON

MallUWHbI.

®opmartsbl: ZIP, 7Z, camopacnakosbiBatowmincs SFX, TAR, TAR.GZ, TAR.ZSTD, TAR.LZ4. B ananore
yNakoBKW — CKaTue, LWINGpoBaHMe NapoaeM, OAMH apXxMB Ha BCE MW MO apXMBY Ha OOBbEKT,

npucTaBka M OKOHYaHKE MMEHW, MPOoBepKa apxmBa Nnocse ynakoBku. MNaposib Ha ANCK HEe NMULLETCS.

CuHXpoHU3aLma nanok

Tpw kHONKW NpaBee $GanoBbIX Onepaunin paboTatoT He C MMeHaMu Manok, a C TeM, YTO OTKPbITO B
naHensx: CPaBHWBAOTCA ABa KaTasaora U3 JOPOXeK MyTW, CO BCEM BAOXEHHBIM Ha Nt06YHO rnyOuHy.
HanpaBneHue 3a4aéT akTMBHas NaHe b — UCTOYHUKOM CUYUTAETCA Ta, TAe CTOUT KYpPCop, U CTpesika Ha

KHOMKE YMTaeTCs «M3 aKTUBHOW B COCeHHOHO».

KHonka Uro genaer Ypansaer

F11 COPY JONBAET HeJoCTatolllee, ObHOBAAET HeT
> ycTapeBLllee

F12 SYNC NPUEMHUK CTAaHOBUTCA TOYHOW KOMuewn A3, C NOATBEPXKAEHUEM U MpejoxXpaHUTeNeM Ha
D WNCTOYHMKA 200 dannos

BISYNC 2 N3MeHeHWs B 06e CTOPOHbI no obcTonTeNbCTBaM, NpesoxpaHuTesnb Ha 50

MycTble Nanku NepeHocaTcs: Ana rclone CywecTBYHOT TONbKO Ganabl, n 6e3 ocobon NpockObI

kaTanor 6e3 egmHoro davna ocranca 6ol Ha Mecte. CKpbITble U CUCTEMHbIE Baiibl TOXKE NePEHOCATCS,
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HO aTpMOyTbl HE COXPaHAOTCA — B MPUEMHMKE Pann CTAaHOBUTCA OObIUHbIM.

BpemeHa palinoB — co3zaH, U3MEHEH, OTKPbIT — NEPEHOCATCH MeXAy ANCKaMM 3TOM MallnHbl. Ha
MalLLUVHbI NO ssh foe3XaeT TONbKO BPpeMs U3MEHeHUsA: MeTajaHHbIx 63keHs sftp y rclone He

noagaep>XuBaeT, U 060WTI 3TO KAKOYAMU HENb3S.

O6nacTb 3agat0T OTMETKMU. H/Yero He oTMeUYeHO — paBHAETCA OTKPbITaA nanka ueamkom. OTmeyveHo
— TO/IbKO OTMEYEHHbIe Nanku 1 Garbl, CKOAbKO 6bl UX HX BbINO: UMEHa YXOAAT B GuabTpbl  rclone |,
a GUAbTPbI 4EACTBYIOT U Ha yAaneHue, NO3TOMY COCeAHME Nankn NpuémHmKa He Tporarotcs. MNpumep:
cneBa oTKpbITO | S:\Audion , cnpasa  E:\Backup , cneBa oTMeueHbl Docs W | Engine — 3epkaso
npueegét | E:\Backup\Docs 1 E:\Backup\Engine k BuAy MCTOYHMKa, a BCE npouee B E:\Backup

OCTaHeTcAa Kak bbis1o.

MNMopacBeTKka CTPOKM 061aCTbHO HE CUUTAETCA — TONbKO OTMeTKa. F5 6epéTt noacBeyeHHOE, MOTOMY UTO

KOMMpPOBaHWe HNUYEro He NOPTUT; 3epKano yaanseT, 1 Bbibop JoKeH OblTb HAMEPEHHbIM.

BISYNC — eAnHCTBEHHas U3 TPEX, KTO OTMETKMN He MPUHNUMAET: OH MOMHWUT COCTOAHME napbl Nanok, v
cmeHa obnactm notpeboBana 66l HOBOro pasbopa ¢ Hyas. [Tpy NepBOM 3anycke Napbl OH CNPaLIMBAET,
Ybsl CTOPOHA CUMTAETCH BEPHOMW, M 3aMOMMHAET Napy B nanke AaHHbIX: B

config\bisync\pairs. json , a psgom, B config\bisync\state , nexurt 10, c yem  rclone
cBepsAeT CTOPOHbI. [Iponano 3To coCToAHMe — napa cnpallmBaeTca 3aHOBO. MapLupyT K MallMHe Ha

napy He BIVSET: 3aBeAEHHAn JOMa, U3ZaNeKa OHa OCTAETCs TOW Xe Napol U 3aHOBO He CrpaLlVBaeTCs.

Manka BHyTpu nankwu. F5, F6 n Bce Tpn CMHXPOHM3aLMM OTKa3biBatOT 4O BOMPOCA, KOrAa MPUEMHMK
NEXNUT BHYTPU UCTOYHMKE, @ F12 SYNC 1 BISYNC — eLlé v KOrAa UCTOYHUK NEeXNT BHYTPM
NPUEMHMKA: TaKoe 3epKano yaanunno 6bl COBCTBEHHBIN NCTOUHUK Kak nliHee. CBepaeTcsa HacTosLlee
MeCTO namnok — ¥ Yepes junction, 1 Korga ogHa MallVHa OTKpbITa ABaX/Abl: CBOUM AWCKOM M1 MO ssh,
Kakum 6bl MapLLUPYTOM K Helr HW wan. Mpu ganbHeM MapLupyTe OKHO CripalivBaeT caMy MaLUVHY, He
3Ta I OHa, — M TONbKO KOrAa Nyt Ha 06omX KOHLLaX COBMaAatoT, He OTBeTUNa — onepaumsa He

HayMHaeTCA.

Bce Tpu BCTatoT B Ty XXe ovepeap, uto F5 u F6.

Ouepeab

F5 n F6 He 3anyckaroT onepaumto cpasy, a K1aayT oTMeUyeHHoe B ouepeab. [1pMEMHMK 3anoMmHaeTcs
B MOMEHT f06aBAeHNA — MOXHO HabpaTb dalinbl B OAHOW Nanke, NEPenT B APYryro, CMEHUTb
NCTOYHMK N f06aBUTb OTTyAa: BCE yeaeT TyAa, KyAa yKasbiBasa NPOTMBOMOAOXKHAA NaHesb, KOraa Bbl

Ha>XnMaiu.
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To e y ocTasbHbIX onepaumii ¢ Bonpocom — F2, F7, F8, F3: oHW nayT Tyaa, 4To Ha3Bas BOMPOC, AaXKe
€C/V NaHesb, NoKa Bbl OTBEYANN, NepeLLaa B Apyroe Mecto — 13 OKHa Nnowucka uav nocne

nogkatoueHns OPENVPN.

3agaun nayT No O4HOW: NapannenbHble Nepesayn nogennam 6bl 0AMH KaHan 1 nepemeLlany BbiBoa. B
3arosioBke BUAHO MecCTO B ovepean — [3 u3 10] ; ecm fo6aBuTh ewé, noka MAET, CHETUNK

BblpacTeT BMeCTe C HeM.

CTOMN npepbIBaeT BCHO MayKy: CHUMAET TEKYLLYH nepeaady, YNCTUT OCTaTok oyepean un ybueaet
npouecchl  rclone , OCTaBLUMECS OT NPOLLUIbIX 3aMyckoB. To xe agenaet Esc, noka onepauusa naeT, —

Kpome Esc B none BBOJa: TaM OH 3aKpbIBa€T None.

MNepesaya OKHO He nepexunsaeT. 3aKpbiTb €ro BO BpeMsa paboTbl — 3HaUMT NpepsaTtb €€, 1 OKHO 06
3TOM CrpalnBaeT: «3aKpbiTb OKHO 1 NpepBaTh nepegady?». MPEPBATb CHMMaeT 3aZlaHne BMecTe C

€ro npoueccamMm n oCtatkoM odvepean; OTkas OCTaBAAET M OKHO, N nepeaayy.

Urto BUAHO BO Bpems paborThbl

[Monoca BbINOAHEHMUS BHWN3Y, COCTOAHNE B 3aron10BKe OKHa (BI/IAHO B NMaHeIn 3a4a4, He pa3BopaynBas
ero) N CTPOKa COCTOoAHMA: onepauna, CKOPOCTb, NPOLEHTbI, OCTaBLLeeCA BPEMA. B KYpPHan pa3 B NATb

CeKyHJ, nagaet cTpoka rclone — CTOAbKO-TO U3 CTO/IbKMX-TO, CKOPOCTb, ETA.

MaHenn nepeunTbiBatOTCA NOCAE Kaxkaou onepaumun. Bpyunyto — Ctrl+R nam kpyrosas cTpesika B

nonoce mexay naHenamu; COCTOAHUE nepeunTtbiBaeT obe.

Kyaa naéer tpadpuk

Yepes Ty MaLLKnHy, rAe OTKPbITO OKHO: rclone yMTaeT ¢ UCTOYHMKA U NULLET B NMPUEMHMUK.
KonunpoBaHwue c aToro komnetotepa Ha BASE naét no gomawiHen cetn yepes poytep — Hu SECOND
VPS, H¥ TyHHenb He yyacTBytoT. CKOPOCTb Ha 2,5-rnrabutHon cetn nonyyaetcs okoso 180 Mb/c B oaHy
cTopoHy 1 200 B Apyryto: NPUMEpPHO ABe TPEeTW OT TOro, YTo AaéT SMB, 3aTo ¢ AOKauKOW, MOBTOPOM

npu obpbiBE U CBEPKOWA.

3 uy>xoun cetn Tpadmk naét panHHee: o MAIN VPS nan SECOND VPS u otTyaa gomon no ero
TyHHen. 3amep ¢ MobunbHoro kaHana — 1,65 MB/c, n 310 ynop B caM KaHas, a He B nporpammy: oba

AaNbHUX MapLipyTa Aanav O4MHAKOBYHO LNPpPY.

MapwpyTbl K MallMHaAM

K AoMalLuHMM MalimMHaM BeAyT YeTblpe NyTu, U OKHO BepET nepBblil JOCTYMHBbIN.
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KHonka MAPLPYT Kyaa vaér
LAN HampsMyto MO aZpecy MallWHbl B €€ ceTM — 13 AoMa AN MPU MNOAHATOM MyTU JOMOW
SSH MAIN VPS yepes jump host MAIN VPS no ero npamomy nmeHwu

SSH MAIN VPS CF yepes 1ot e MAIN VPS nosepx cloudflared

SSH SECOND VPS yepes jump host SECOND VPS

ABTO cnywaet npoby; ocTanbHble AepxkaT BbiIbpaHHOe, Aaxe ecan npoba NpoTMB — YesloBEK 3HAET
npo ceTb boAblUe, YeM CTYK B MOPT. MapLupyT CTOUT B NOAMNNCK UCTOYHMKA HaZ NaHenbto: | BASE

SSH MAIN VPS CF .

[om Bcerpa 6bicTpee npoyero. M3 ganbHux 6oictpee SECOND VPS — OH He nepecekaet rpaHunuy, —
HO CTOUT NOCNEAHNM HaMEPEHHO: Yepe3 Hero He XOAAT YyBCTBUTE/IbHbIE JaHHbIE, @ CETU C
dunbTpaumen peyT K Hemy ssh. [1ea maplupyta 4o MAIN VPS paBHbl N0 CKOPOCTU 1 pa3anyaroTca
XMBYYECTbHO: MO MMEHU Cceccus BCTaéT bbicTpee, a cloudflared npoxoauTt Tam, rae He NPOXOANT HUYTO,

notomy yto y MAIN VPS HeTt oTKpbITOro nopra.

Bbibop aenaet npoba — npwm 3anycke n no kHonke PORT 22 TCP PING (TUNNEL — NET). Pagom c
Hel [AWATHOCTUKA : oHa npoxoauT Bce Nyt Ao BASE v nuwweT, Kakme XMBYT, 3@ CKOJIbKO OTBEYAOT U
CKO/IbKO Mamnok YMTaroT; OTYET NOXMTCA B Logs . B HE3HaKOMOW ceTu € Heé 1 CTOUT HauMHaTb: OHa

OTBEYaEeT Ha BOMPOC «a Yepes YTo cenyac pabotatb».

MapuwpyTtbl no mawmHam. O6wwnii BbIGOp NoaxoanT He Bcerga: A0 BASE moxeT goxoanTb AOMaLLHAA
ceTb, @ A0 MalUVHbI B APYron cetn — HeT. KHomnKa co cxeMou CeT B NOJIOCE MeXAY NaHenamun 3agaét

MapLUpPYT KaXA0W MallnHe OTAENbHO.

CTpOKa B cepejnHe Wankn roBopuT, 4TO AOCTYNHO 1 KyAa I'IOI7IAéT OKHO:

npo6a 18:03 - BASE 1 mc - MAIN VPS 90 mc - MAIN VPS CF 57 mc - SECOND VPS 45 mc -
nyTb: LAN (no npo6e)

CnoBO | HeT BMECTO BPEMEHW O3HAYaeT, UTO MapLpPyT MOoAUnT. B ckobkax — KTo BbIGpan nyTb: | no
npob6e ,  BbIGpaHO — kHoMkow  MAPWPYT , no MawuHaMm — Yy KaXAOW CBOW.

OTBeT 03HayaeT, YTO NOPT OTKPbIT, — He TO Xe CaMOe, YTO «MPOTOKOA NPONAET». CeTn ¢ dbunbTpaumen
06pbIBatoT ssh yxe nocne ycTaHOBNEHUA COeANHEHMSA, 1 Npoba Takoro He BUANUT. Ins Taknx cayyvaes u

HY>XEH PY4YHOW BbIGOP.
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MAIN VPS B naHenax

MAIN VPS ctonT B naHenax HapaBHe ¢ mawmnHamun n R2 bucket: cnesa R2 bucket, cnpasa MAIN VPS —
1 dain efet Mexay HAMK Hanpsmyto, 6e3 scp 1 6e3 KoHCoW. XOANM poaHbIM | sftp  camoro
rclone no katouy ot MAIN VPS; 3anacHon mapuwpyT, nosepx cloudflared, Bkarouaetcs, Tonbko ecam

NPsSMOW 3aMONUNT.

Y MAIN VPS Het gomaluHero agpeca, nostomy B targets. json y Hero nose sshHost — nms
rotoBoro xocta n3 ~\.ssh\config . KHonka MAIN VPS B psgy MalinH OTKPbIBAaET Ha HEM KOHCOJIb

TEM XKe NMeHeEM.

XypHan

MNpaBas TpeTb okHa. Ctoga NULWYT U OKHO, U CLEHapUn — CTPOKa B CTPOKY, C MOACBETKOW: 3aro10BKM
LwaroB., yaaun, npeaynpexaeHus. KpacHbIM 0CTaéTcs TONbKO TO, UTO AENCTBUTENBHO CIOManoCh.
Kaxkgas cTpoka co CBOMM BpeMeHeM NoXuTcs 1 B dann aHa Llogs\gui-ITrrMMAA. Log B nanke

nporpamMmbl: Aanékyro MallnHy pa3bupatoT No Hemy.

KOMNPOBATb ' knagét B bydep TO, UTO B NaHenn, — NocnesHune Tpu Tbicaum cTpok; OYUCTUTb  umctut

naHesnb. Pann AHA XpaHUT BCE.

Owwnbka, KOTOPYHO He Nonman 06paboTuUMK KHOMKM, OKHO He 3aKpblBaeT: OHa LIeNIMKOM JIOXKUTCA B
logs\gui-crash-<epemsa>.log , a B XXypHane OCTaércs OAHa CTpoKa C MMeHeM 3Toro danna. Ecam
OWKMOKM MAYT NOAPSAA — ABajLAaTb 328 MUHYTY, — NpOorpaMmMa 3akpbIBaeTcs, U nocnesHnin damn

rOBOPUT Moyemy.

MNog xypHanom ase kHonku.  CTOM  wan Esc npepbiBaeT nayLlyro onepaumnto U YACTUT ovepesb.
COCTOAHUE nepeunTbiBaeT 0be NaHes M N MHAMKATOPbI, MPOBYeT CeTb M MULLIET CBOAKY — OHa XKe

noABAAETCA Yepe3 HECKONBbKO CEKYHA NMOC/€ OTKPbITUA OKHa:

===== COCTOAHUE =====

cHuMoK: 05.10 04:00, 76 MB, Bo3pacT 11 4y
Knwyn R2: cBou, Ha mecTe

cloudflared: 2026.9.3

sshd: pa6oTtaet - WG BASE-ROUTER: ycTaHoBneH: router-base-wg

===== TYHHEJIN =====
KnueHTbhl: WG, RS AWG - ctaBumM Ha RS AWG
router-base-wg nogHaT, 34 c Haszap, 172.16.6.1 oTBevaeT 3a 12 mc

redlinkabcdefgh nopHaT, w4ymol
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B «TYHHENIAX» cTonT kaxxgaa cny>xba TyHHens Ha MawunHe, vy>xoro VPN Toxe: gpaviBep y HUX 06LWniA,
1 3aHABLUWNIA €ro nepBbiM peLuaeT 3a ocTasbHbiX. CBON TYHHENb — TOT, Yeill KOHPUT NeXUT B
Tunnel\WG nanku AaHHbIX; Y HErO NokasaHbl MOCAeAHee PyKomno>XaTve 1 OTBET Aa/lbHEro KOHLa.
«KnmeHT nponan» 3HauuT, YTO NPOrpamMmy, KOTOpPoW ciyxba 3anyckaeTcs, yaanuan i nepenoxuau:
TYHHe b NepeycTaHaB/MBalOT MacTepoM. CTpoka «pacnucaHne» NosBAAETCA TONbKO TaM, FAe 0CTanochb

3aZ,aHre NPEXHNX BepCuil.

Te xe dakTbl 3 KOHCONM OTAaET | Engine\Scripts\Get-StateSummary.psl .

SETTINGS

Pa3gen HacTpoek BCTAET Ha MECTO MaHeneu; XXypHan ocTaérca pagom. Beiitn — Esc nam kpectuk.

e MAMKA AAHHbIX — rae oHa cenyvac; | BIBPATb  apyryto, OTKPbITb B npoBogHuke. C agpyron
nankou OKHO MeHSEeTCA pa3om: obaaka NpexxHen yxoaaT BMecTe ¢ €€ KOHPUrom, naHenu
OTKPbIBALOTCA 3aHOBO, NOAK/OYatOTCA obnaka HoBoW. [oka MAET onepaums, eé NoACUYET nan
BOMPOC, Nanka He MEeHAETCA: XXYPHaN CKaXeT «MAET onepaLma: nanky AaHHbIX MEHAIOT NOC/E HEE».
MNanka, B KOTOPOW eLLé HET aApecoB MaLUWH, NOJyYaeT UX NyCTOW Kapkac 13 obpasLa nporpamMmbl
— JAanblle kHonka A[PECA .

e NMHCTPYMEHTbI U BEPCUWN — uTO cTOMT 1 Y4TO BbIWANO HOBee. MPOBEPUTb BEPCUN Huyero He
KauaerT, TONbKO cnpawmsaeTt; OBHOBUTb O6HOBASAET BCe LWeCTb MHCTPYMEHTOB U CTaBUT

HezocTaroLme. HacTpomku, KNtoum n KOHGUIM ocTaroTCs.
e PEAAKTOP F4 — Microsoft Edit, micro, BAokHOT nau ceol.

o LWPUDT — MENBYE , OBbIYHbIA , | KPYMHEE 1 camu wpndTbl: OANH AN MPOrpamMMmbl, APYron Ans

naHenemn u xypHana.

e MPO3PAYHOCTb — >3¢dpekTbl Windows 11:| ACRYLIC , MICA wau CNAOLLIHOE OKHO, U TP

MNAOTHOCTU CI)OHa. Ecan 3(|)C|)eKTbI B CUCTEME BbIKJHOUEHbI, OKHO OCTAaETCA CMIOLLUHbIM.

e PA3MEPbI — KOPOTKO (KB, MB, IB) uav B BAWTAX : HecKoNbKO BaiT pasHULLbl MEXAY ABYMA

nankamu nokasblBatoT APYryo BEPCUIO.

o HWXHUM PAA KHOMOK — c noanvicamu nav 6es.

Hactpovikn okHa xmByT B | config\gui-settings.json nporpammebl 1 B Nanky AaHHbIX HE YXOAAT.
Habopbl macok 1 napbl BISYNC — He HacTpoWiky OKHa, a TO, UTO B HEM HaXMTO: OHW NiexaT B nanke

AaHHbIX.

O6naka

Pasgen CLOUDS . 3aBeaéHHble 0baaka CTOAT UCTOUHUKAMM Hag, NaHeNsMN PSAAOM C MalUMHaMMK, 1 BCE,

UTO YMEET OKHO, YMEET U C HUMU. KONMNPOBaHMe, NepeHoC, yaaneHne, nepemmeHoBaHne, OTMETKM NO
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MackKe, NOUCK, 3epKasio N CUHXPOHU3aUnA.

KHonkn pasgena: NOOKMNYNTL 3aBoanT obnako — BXOA MAET B Bpay3epe Ha CTOPOHe camoro obnaka,
nporpamMmma He BUAMT HU JIOTVIHA, HX naposis; BOWTU 3AHOBO MeHsAeT TOIbKO TOKEH, HaCTPOMKM
octatotcs;  NEPEUMEHOBATb ' faét obnaky agpyroe ums;  OTKIIOYUTL  ybupaeTt ero ns cnmncka — akkayHT
n dannbl He TporatoTcs;  YEPE3 MAIN VPS neperoHseT u3 neBou naHenu B npasyto cunamm MAIN
VPS, a He 31O MaLwuHbI. [Tepes cTapTOM OKHO CUYMUTAET, CKOJIbKO MOEAET, U CripalunBaeT: paboTta et
Ha MAIN VPS cama,  CTOlN eé He ocTaHOBUT — 3a X040M cMoTpuT | clouds—send.cmd —Watch |

MNeperoH MAET OAMH: MOKA OH He KOHYMJICSA, BTOPOM HEe HAaYHETCH.

CBoJKa MO TOMY, YTO NMPOBEPEHO B caMoM rclone:

O6nako Knrou rclone Kak BxopaT  CBOWM K/tOY Yro yuectb
NPUOXKEHUS
Google drive OAuth B aa 6e3 cBoero k/toYa KBoTa 0obLas Ha Bcex
Drive bpay3epe nosb3oBatesnei rclone
Dropbox dropbox OAuth B Aa TO Xe
bpay3epe
OneDrive onedrive OAuth B aa napoJib B HAaCTPOWKax OTHOCKUTCA K
6payzepe Ny6ANYHBIM CCblKaM, a He KO BXO4y
Angexc.unck yandex OAuth B Aa MPWIOXKEHWE 3aBOAUTCA B KabuHeTe
bpay3epe AHpekca
pCloud pcloud OAuth B aa —
6pay3epe
Box box OAuth B Ja —
bpay3epe
MEGA mega JNIOTUH U HeT napoJib IOXWTCA B 3alIMPPOBAHHBIN
naposib KoHUr
Proton Drive protondrive | = fAOrMH u HeT npwv ABYXPaKTOPHOM CMPOCUT KOA, a
naposib npwv ABYXMapOJbHOM pexxume —

BTOPOI Napoib

CnncoK HeMnoJHbIA HamepeHHO: rclone ymeeT BUeTBepO 60AbLLIE, U MAacTep NPOMNYCTUT NH60KN Apyron

KAKOY — NPOCTO BNULInNTE €ro BMecCTo npeasio>xkeHHOro.
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CBOMI KJ/IIOU NMPUIOXKEHNA HY>EH He BCeM U He Bcerga. Obwmin katod rclone genat mexay cobou Bce
€ro Nno/Jb30BaTeIN: B Yac MUK 3TO OTKa3bl U MpoceBLlas ckopocTb. CBOM 3aBOAUTCA B KOHCO/IM CAMOTO

obnaka 3a HeECKObKO MUHYT; MacTep CMPOCKT MPO HEro 1 NponycTUT BONPOC, eciv HaxaTtb Enter.

Fae nexar karoum gocryna. He B o6uiem | rclone.conf — TOT Gpann OTKPbIT U €34UT MEXAY
mawmrHamu. Obnaka xmByT B | config\rclone\clouds.conf , 3awmndposaHHoM camum rclone, a
naposab ot Hero — B clouds.key , 3anevataHHoM cpeactBamy Windows Ha 3Toro nonb3oBaTtens u
3Ty MaWwwuHy: konua danna Ha Apyrov MalnHe He oTkpoeTca. [TokasaTtb nyTn n coctosHne — clouds—

keys.cmd wan kHonka [OE NEHAT ; 3HaY€HMM He neyaTaeT HW TO, HU Apyroe.

Golden copy koHdpura obnakos nexxmt Ha MAIN VPS (kHonka  HA MAIN VPS ), a naponb K Heln — B
nanke gaHHblx, Tunnel\clouds.key , OTKPbITbIM TEKCTOM; NpaBa Ha dann — TOAbKO BRajeneL,
agMuHUCTpaTopbl 1 cuctema. C 3Tum pannom kHonka  C MAIN VPS 3abupaer obnaka Ha HOBYHO
MaLlumHy 6e3 nosTtopHoro Bxoaa. EXPORT KEYS n IMPORT KEYS ero He nepeHOCAT: Ha HOBYHO MaLLVHY

dann knagyT pykamu.

CKo/IbKO OCTasiocb MecTa roBopuT | clouds—check.cmd 1 kHOMnka | MPOBEPUTD : MO KaxXaomy obnaky

1 OJHOW CTPOKOM No BceM cpasy. [Ae y obnaka KBOTbI HET Kak MOHATUSA, MECTO He NMOKa3blBaeTCs.

MawwuHbI

B pasgene REMOTE, B rpynnax | TEPMUHAJN 1 POYTEPbI , CTOAT KHOMKM MaluunH: | BASE ,  LAPTOP ,
MAIN VPS , HOME , WORK , ROUTER-BASE , ROUTER-HOME , ROUTER-WORK . OHu OTKpbIBatOT Ha
MaLUMHe KOHCob. NyTb BbIOMpaeTcs caM Mo NocaeAHer Npobe: AoMallHWIM aapec OTBeYaeT — UAEM
npamo, monunt — yepes jump host MAIN VPS, a eciv 1 oH 3amonyan, noepx cloudflared nam yepes
SECOND VPS.

Habop KHOMOK 3ajaH He pa3MeTKoW, a targets. json : uTo 3aBegeHO B daitnie, TO U CTOUT B pAAY, a
K/IFOY C NPUCTaBKOM  router— nonagaeT B rpynny poytepoB. MaluunHa, Yyen agpec eLé He BnucaH,
CTOUT C CEPbIM MHAMKATOPOM, 1 HaxkaTue roBopuT 06 3ToM cnoBamu. Agpec BNUCbIBAaeT KHOMKa
AIPECA B SETUP; koga 310 He TpebyeT — 1 KHOrMKa, 1 Npoba, 1 TepmuHan 6epyT agpec 13 o4HOro

darina.

Knonka  TEPMUHAJI BbIGMpaeT nporpammy 1 nokasbiBaeT BbibpaHHOe Npamo B nognucu. bes Beibopa
6epétca Windows Terminal n3 Tools\terminal — oH e341T BMecTe C NpOrpaMMoW; HeT 1 ero —
30BETCA cncTeMHbIv | ssh . KHonka TABBY  Haxogut Tabby cama: oH noHumaet ccbinky  ssh://
nonb3oBaTenb@agpec 1 OTKpbIBAeT BKAaAKy cpasy Ha xocte. Ctrl+Enter B maHenn otkpbiaeTt

TePpMUWHaa TaM, rae oHa CTOuT.

Y nHamkaTopa MalluHbl YeTblipe 3HaUeHUs: 3eNEHbI — OTBEYaeT HanpsMyto; OpPaH>eBbIN —

HanpAMYr MOYNT, MAEM 06XOAHBIM MapLpyToMm; Burn Orange — monunt, n obxoaa HeT; cepbi —
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agpec He BnucaH. MNogckaska y MHAMKATOpa Ha3blBaeT agpec u Bpems oteeTa. CeTb NpobyeTcs

KHOMKOW  PORT 22 TCP PING ¥ OAMH pa3 npuv OTKPbITUM OKHA.

SSHD , | SSH TUN , WIREGUARD 1 WG BASE-ROUTER | HacTpavBatoT 3Ty MaLUMHY. HYTO HY>XXHO
CNPOCUTb, OHM CNPALUMBAIOT B OKHE, a caMa paboTa NAET B CBOEN KOHCO/IN: OHa MHTepakTMBHa. [paB
aAMUHMUCTpaTopa NPOCAT BCe, Kpome | SSH TUN : ero kaHai Aep>XXuT 0bblUHbIV npouecc, 6e3 cyxobsbl.

SSHD  knagét nybanyHble kntoum mawnH ns CLIENTS B

C:\ProgramData\ssh\administrators_authorized_keys :y y4yéTHOM 3anmcm 13 rpynnei
agMunHncTpatopos sshd Ha Windows untaeT kntoum Tonbko OTTyAa, @ .ssh\authorized_keys ana
Heé He cMoTpuT. CTpoky MawuHbl 13 CLIENTS ¢ gpyrum knrouom | SSHD  3aMeHsAeT KNto4YoM 13
CLIENTS, HepocTarowme gonuceiBaeT. CTpoku MawmnH, kotopbix B CLIENTS HerT, octatotca u
Ha3blBatoTCcA no nognucu: CLIENTS y kaxkg0l MallnHbl CBOW, M UX MPUHOCKT  SSH-COPY-ID C

cocegHunX MallnH.

SSH TUN B SETUP — 310 REVERSE SSH TUN: BXOZ Ha 3Ty MalivHy nsganeka obpatHbiM SSH-
TyHHenem. MalurHa cama Aep>XXnUT ogHo ncxogduee coeanHenme, a MAIN VPS nan SECOND VPS
oTKpbIBaeT y cebsa nopt Ha localhost: kTo Bowén Tyaa, yepes 3TOT NOpT nonagaert coga. Hu agantepa,

HW cy>X6bl, HN MapLLPYTOB. Y MacTepa YeTbipe AENCTBUSA, U Y KaXA0ro CBOW Bpannep:

e | MOOHATb YEPE3 SECOND VPS — | reverse-ssh-second-vps.cmd : xoct SECOND VPS, go Hero
MapLpyT kopoue un naét 6e3 VPN; He oTBETUT OH — KaHan nonaét yepes MAIN VPS;

e | MNOOHATb YEPE3 MAIN VPS — reverse-ssh-main-vps.cmd : Tonbko MAIN VPS, ana Toro, uto
He/b3A NokasblBaTb;

e OCMOTPETb — reverse-ssh-check.cmd : katou, mopt Ha MAIN VPS nan SECOND VPS, npouecc
W Cnylwaet v NOpT cenvac;

e VOAIUTb — reverse-ssh—remove.cmd : KaHan OCTaHAaBAMBAETCS, KJHOY TYHHENA yAaNAeTcs C

MAIN VPS n SECOND VPS — oTtoBctogy, rae nponucbiBanca, — 1 OCTaétca B JaHHbIX.

MNMpwu nepsom BxoAe Ha VPS yctaHOBKa npegnaraeTt NoATBepAnTb ero SSH-otnevaTtok B OT4e/1bHOM
okHe OpenSSH. CeepbTe nokasaHHbIN SHA256 ¢ BbiIBOgOM | ssh-keygen -1f
/etc/ssh/ssh_host_ed25519_key.pub B KOHCONM cepBepa y NpoBavijepa 1 NOATBEPANTE TONbKO
COBMaBLUMI OTMeYaTok. lNocne 3Toro yctaHoBKa NOBTOPSAET BXoZ 6e3 Agnanora v npoAoaxaet
HacTpoliky. /I3MeHmBLIMICA OoTneyaTok He 3ameHseTcs; OCMOTP n YAANTEHUE HoBble XOCTbI He
npuHumMatoT. [pv nepeHanpaBaeHHOM BBOZE NOATBEPXKAEHNE HEAOCTYMHO — 3anyCcTuTe yCTaHOBKY B

OoTAE/IbHOM OKHE.

Xog yCTaHOBKM 1 OWMOKM KaXKA0ro MapLupyTa COXpaHsAoTcA B nanke  logs nporpamMmel, B danne

ssh-beacon-setup-<paTa>-<Bpema>-<pid>.log . Owwnbka 3anacHoro mapwpyta 60bLue He

21/30



CKpbIBaeT NPUUNHY oTkasa BbibpaHHoro VPS. Ecam otcytctByeT dann IdentityFile , coobuieHne

YKa3bliBaeT MMEHHO Ha NyTb K MPMUBAaTHOMY KJIFOUY.

MNepBoe Haxxatne | SSH TUN npeanaraer HacTPOWKY MOCTOSHHOrO KaHana. NoBTOpHOE BbikAtOYaeT
KaHan n ero aBto3anyck npu Bxoge B Windows; cnegytoLiee BKAKOUAET C COXPAHEHHbBIM KNHOUOM,
noptoM u cepepom. Ctrl oTkpbiBaeT Mmactep a1a cMeHbl VPS, ocMOTpa 1 MONHOro yAaneHus.
MocTosiHHbIN Npouecc ( Persistent=true ) paboTaeT HE3aBMCKMMO OT OKHa W 3amnyCcKaeTcs AP/IbIKOM B
shell:startup . O6pbiB SSH BbI3biBaeT noBTOpHOE noakatoueHune. 3akpbitve GUI n STOP darnosbix
onepauuin ero He Bbikato4aroT. [lo Bxoga nonb3osatens B Windows, npu CHe naun BbIKJIHOUYEHNM
MaLUMHbI KaHan He paboTaet. LAPTOP gonyckaeT Takyto ABHYO HacTPOMKY; CTapble OCTaTKu
aBTOMaTM4yeckun He Bkatouarotca. CLI: | reverse-ssh—toggle.cmd , | Setup—SshBeacon.psl —Resume

—Persistent |, | —Stop — C ABHbIM | —Root |

Owwnbkm 3anycka coxpaHstotcsa B Logs\ssh—-beacon-<uma>-worker—*.err.log , Xo4 COeANHEHWS
OpenSSH — B | Logs\ssh—-beacon-<uma>-ssh.log . 3eNéHbIN NHAMKATOP NOSABAAETCS NOC/E
NOATBEPXAEHNSA CepBEpPOM 0H6paTHOro Npobpoca; 3TO eLLé He NnpoBepka sokaabHoM SSHD Ha

MallnHe. ,ﬂ,]’lﬂ HOBbIX 3anyCKOB BO3pacT rnpouecca He CHUTaEeTCA NoATBEPXKAEHNEM COEAUHEHNA.

Kntou TyHHens xunBéT Ha MAIN VPS 1 SECOND VPS B otaenbHon yuétHoum 3anuck | tunnel : 6e3
060104KH, C 3a6N10KMPOBaHHbIM MaposieM, U B €€ AoMe HET Huyero, Kpome dainna knrouen. Kntoy stomn
MaLUMHbl XPaHUTCA Ha HEN CaMOMN — B UYy>XKOW CETW, B MOE3AKE, 3a YyXXUM PpaepBOAOM, — U
YKPaZeHHbIV YNPETCA B MYCTY YUYETHYHO 3anuncb, a He B pabouyro. 3aBOAAT €€ Ha CepBEPE OAMH pas,
pyKamu; YTo eil pa3peLleHo, nexuT obpasuom B | Tunnel\RemoteDesktop\config\sshd-
tunnel.sample.conf . [Toka yuéTHoM 3anucu HeT, MOOHATb Huuero He MeHseT 1 roBOpuT 06 3TOM

c/ioBaMMu.

REVERSE SSH TUN Hy>keH mMaluunHe, 4O KOTOPOW CHapYy>u He JoUTWU. MalunHe, KOTopas XOAWUT cama, OH
He HY>XEH: INWHWUIA KaHan — 3To AnwHui karod Ha MAIN VPS nan SECOND VPS u avwHui nopr.
NHavkaTop y KHOMKW 3e1€HbIW, MOKa KaHan Aep>XXUT cOBCTBEHHbIV Ssh TYHHeNs — 3anyLueHHbIN ero
NPOLLeCCOM, C €ro K/H04YOM M MOPTOM; XENTbIN — TyHHEb 3aBeAEH, HO KaHana HeT AW OH eLwé
NOAHMMAETCS; Cepbii — He 3aBeféH. B nognucy kHonkm — VPS, yepes KOTOpbIA KaHai AeP>XKUTCS

cenyac. Cnywaet am nopt Ha MAIN VPS nan SECOND VPS, ckaxet  OCMOTPETD .

NDMS API pa3roBapuvBaeT C AOMaLLHMM poyTepom no ero APl moka3sbiBaeT MoAenb, MPOLUMBKY U
nnpoB WG-cepBepa ¢ pykonoxatusMmu. Tonbko umntaet. ROUTER WG PEER BbinMCbIBaeT 3TOW MallMHe
koHPur WireGuard — 3aBoauT nnpa B poyTtepe 1 cobrpaeT Gaisi; kKnroueBas napa poxXAaeTcs 34ech,
poyTepy yXOAMT TONbKO NyOANUHBIN KoY. [Maposib poyTepa BHOCUTCS KHOMKOM  ROUTER PASS . NDMS
— TaK Ha3bIBaeTCA NPOLUMBKa poyTepa, No APl KOTOPOV C HUM 1 pa3roBapuBatoT: NOJE CKPbIBAET

HabpaHHOe, 3HaUEHWNEe NOXMNTCS MEPEHOCUMO B HABOP MO MMEHW poyTepa, a Cpasy Nocae COXPaHeH s
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nporpamma npobyet BONTU 1 FOBOPUT, Noayunnock nn. Gaiin nepexnsaeT nepeyctaHoOBKY U
nepeesxaeT ¢ HABOPOM, HO cam no cebe becnoneseH - 6e3 OCTyna K poyTepy UM HUYErO He CaenaTb;

B NEpPenmncky 1 B peno3vTopuin 3HauyeHne He nonasaer.

WIREGUARD cTaBMT camy Nporpammy — C Heé€ Ha4MHatoT Ha HOBOW MawuHe. VIHankaTop 3enéHbIv,
KOrfa OHa y>kKe Ha MecTe; Toraa KHormka HUYero He Aesnaet n rosoput ob atom. [opTaTMBHOM Bepcum
He CyLLecTBYeT: TYHHeb NogHMMaeTcs cny>kb6om Windows, a ero ceteBou agantep — apavisep,

MO3TOMY HY>EH YCTaHOBLLMK 1 NpaBa.

KoHdur knveHTa MOXHO He BbINUCbIBaTb pykamMu:  new-router-peer.cmd 3aBOAWUT NUPa B CAMOM
poyTepe n cobupaet Garn. Knroum poxaarotcs Ha MallMHe — poyTep MoayyaeT TONbKO Ny6AnYHbIN

knrod. CHavana ctout NOCMOTPETb MOKa3oM:

new-router—peer.cmd -WhatIf yTo bBypeT cpenaHo
new-router-peer.cmd —Name WMA BbIMMCATb AN OPYroi MawuHbl

new-router-peer.cmd —-Name WMA —Remove cHATb nupa

Maponb poyTepa crnpawmnBaeTca oA4MH pas; C KIHUYOM —Remember oOH cOXpaHAeTcs B Manke AaHHbIX,
no MMeHu poyTepa, 1 bosblue He cnpawmrBaeTtcs. check-router.cmd nokasbiBaeT, UTO poyTep

OTBeYaeT, U NepevyncaaeT nnMpoBs.

WG BASE-ROUTER nogHVMMaeT NyTb AOMOW 13 KOHUra, KOTOPbIN BbIMUCLIBAET POYTEP: B €70
HacTtpovikax WG-cepBepa fobaBnseTca KAMeHT, poyTtep nokasbiBaeT QR-koa n dann. Ckpunt
NOZAXBaTbIBAET CBEXMM | .conf M3 «3arpy3ok» cam, 1mbo nyTb 3agaértca katouom  —From . Golden copy
KOHUra XpaHUTCA B AaHHbIX, pAgoM ¢ kaoyamu:  Tunnel\WG\router-base-wg.conf . Kakve cetu
NoWAyT B TYHHEb, MacTep CNpaLlnBaeT B OKHe: MO YMONYaHUIO OAHa AOMALLHASA, BCE OCTalbHOE UAET

MUMO TyHHensA. CNucok ceTen nexut pagoMm, B Tunnel\WG\routes.txt .

KnueHT TyHHenen

TyHHenn aep>xut cnyxkba Windows, 1 3aBoaunT €€ kimeHT — 06bluHbIn WireGuard nm6o AmneziaWG.
[paviBep B cucTeMe OAMH Ha BCEX, M 3aHABLUMI NEPBbIM peLlaeT 3a OCTasbHbIX: Bepcus Amnezia ymeet

n obdyckaumto, n 06bi4HbIN WireGuard, 06bl4Has — TObKO OBbIYHbIN.

OTctoga NpaBuao: MporpamMma CTaBUT TYHHE/Ib Ha TOM KJ/IMEHTe, KOTOPbIW Ha MallWHe yXKe eCTb.
Ecan ctomt yyxxon VPN Ha AmneziaWG — Red Shield, Hanpvmep, — TyHHenb MOMAET Ha HEM. He
MOTOMY, UTO OH Jlyylle, a YTOoObl He OTbMpaTh y Yenoseka ero VPN: nocTtaBneHHbIN pAAOM BTOPOW

KAneHT oTobpan 6bl gparieep, n vyxoi VPN nepectan 6bl coegnHATLCA.
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CBoero kaneHTa NporpaMma He CTaBuT U Yy>kon He TporaeT. KHonka  WIREGUARD cnepBa CMOTpWT,

UTO eCTb, N CTaBUT TOJIbKO eCJIn HET HX OA4HOTO.

Cnyx6a 30BETCA NO TOMY, KTO eé 3aBén: WireGuardTunnel$ums wav | AmneziaWGTunnel$ums |
MporpaMmMa 1weT noz 060MMU MMEHaMM — MHauye Ha MawwmrHe ¢ AmneziaWG CBOI Xe TyHHeb

BbIrNfgen 6ol He3aBeAEHHbIM.
Moabém n aBTO3anycK. Y Mactepa TyHHeNs A0 poyTepa ABa AeNCTBMA NOAbEMA:

e MOOHATb — nNoOCTaBUTb M OCTaBUTb PyYHOW 3anyck. [locne nepe3sarpy3ku TYHHENb XAET KHOMKMW.
Tak NpaBU/IbHO ANS MaLUMHbI, KOTOPas XOANUT MO YYy>XXMM CETAM: BKIKOUMNA KOMMbIOTEP Ha paboTe —

TYHHeb He MellaeT TamowwHeMy VPN, noka He noHazobuTcs.

e MOAHATb BCEF[JA — TO Xe camoe, HO cny>kba NepeBOANTCA Ha aBTo3anyck. a4 MallnHBbI, A0

KOTOPOW PYKOW He AOTAHYTbCA: mepe3arpy3uaacb — WU CHOBA Ha CBA3W.
PexXxnm nepekitoyaeTcs TeM Xe HaXaTneM, CHMUMaTb TYHHE/Ib He HY>KHO.

KHonka nutaHmA B Nosioce MexAy NaHenaMn BKAKOYAET U BbIKIHOYAET y>Ke NOCTaBAEHHbIN TyHHENb.
NHpukatop y WG BASE-ROUTER rOBOPWT, YCTAHOBJIEH N OH; KHOMKA NUTaHUA — MOAHAT NN cenyac.

o710 pa3Hble BONPOCHI: cny>|<6a MOXET NATUN NPW BbIKJTKOYEHHOM ajanTepe.

NMpob6poc noprta: pabounin cTon U BCE ocTasibHOE

®ainibl BO3UT OKHO, KOMaHZAbl BbINOAHAET TepMuHan. OcTaértcsa TpeTbe - pabouunii cton, Beb-mopaa

poyTepa, ceTeBas narnka, kamepa. Bcé 31o nepeHocuTCs Mo yxxe NoAHATOMY ssh, 6e3 TyHHens.

PaboTaet Tak: ssh AJOHOCUT Uy>KOW MOPT A0 BalLero KoMMnbroTepa. A4pec, KOTOPbIN Bbl Ha3biBaeTe,

pa3peLLaeTcs Ha TOM CTOPOHE, a He 3zeck. [103TOMY Uepes OAHY MaLUVHY BUAHO BCE, YTO BUAMWT OHa:

Tunnel\RemoteDesktop\desktop-base.cmd pa6ouuit cTton BASE
Tunnel\RemoteDesktop\web-router.cmd Be6—MopAa AOMalWHero poyTepa
Tunnel\RemoteDesktop\socks-base.cmd NMPOKCU Ha BCH [OMAWHKW CeTb

B okHe 370 KHoMku | RDP , | ROUTER WEB | 1 | SOCKS | B pa3gene  REMOTE |

YTO Npu 3TOM NPOUCXOAUT C CMCTEMOW: HMYero. He nosBaAeTcs HX agantepa, HU MapLUPYTOB, HU
ceoero DNS; uy>xomy VPN cnoputb He ¢ yeM. 3akpblan OKHO pabouero ctona - Npobpoc CHAT, cresos

Heé OCTaNOoChb.

MpPOu3BOAbHbIN NOPT 3aA4AETCA KAHOUYaMMU:
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Open-Forward.psl base port —RemoteHost 192.168.1.15 —-RemotePort 445
Open-Forward.psl base web -RemoteHost 192.168.1.50
Open-Forward.psl base-cf desktop

Mep.bii NapameTp - nMa xocta n3 | ~\.ssh\config : base WAET AOMalLHeW ceTbto, base-direct
yepe3 ProxyJump MAIN VPS,  base-cf tem xe MAIN VPS nosepx cloudflared. JanbHuin mapipyT

CTOWT Ha3blBaTb ABHO, KOrda npamMmoro Her.

MpOKCKU YCTPOEH MHAUe: OH HE HECET OAMH MOPT, a OTKPbIBAET bpay3epy BCHO CETb TOM CTOPOHBI.

CueHapwvi Ha30BET agpec M MOPT - UX BNUCLIBAKOT B HacTponku 6paysepa kak SOCKSS.

Koraa BCE-Taku Hy>eH TyHHeJb: eCNN JOMALLUHAA CeTb HY>XHa Le/IMKOM U Cpa3y - He OAHO YCTPOMCTBO,
a BC& BMeCTe, BK/tOYas TO, YEro Bbl 3apaHee He Ha3Baau. s ogHOro nopTa npobpoc aellesne BO

BCEX CMblCax.

Bcé 310 paboTaeT MOTOMY, UTO KAHOUM Pa3/IoXKEHbI U OTNeYaTKy y310B NPOBepeHbl: 6e3 foBepus C

06enx CTOPOH Kax bl Takor Npobpoc 6bin Hbl AbIPOK, @ HE MapLUPYTOM.

N3 KkoHCcoNn

KHonku He AENaroT pa60Ty CaMn — Ka>kaas 30BET TOT Xe CLI,GHEIpI/II7I, UTO N YesloBeK M3 KOHCOJIN.

|-|03TOMy OKHO ¥ Bpanmnepbl HE pacXogAaTca: NpaBuUTCA o4NH cu,eHapw7|.

Bpannep Yro penaer

sync-backup.cmd 3epkano MAIN VPS; | -WhatIf , | -Only 'Manka', 'Manka’

import-keys.cmd pa3noxuTtb Kntoum; | —Check , —Force , —Source Store

export-keys.cmd cobpatb Export Keys B | Tunnel\Export ; | -Check | | -
Force

ssh-keyscan.cmd 0B6HOBUTL K/IHOUM XOCTOB B laHHbIX; —Root , —Force , -
TimeoutSeconds

backup.cmd cHuMOK Build-cTeka; | ~ArchiveRoot | | ~Publish |, | —
ProjectName

Tunnel\check-tunnel-client.cmd COCTOAHME KNMEeHTa TYHHe s

Tunnel\install-tunnel-client.cmd NMOCTaBUTb KJNMEHT 1 NPOMNUCaTb MapLLPYThI
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Bpannep Yro pgenaer

Tunnel\update-cloudflared.cmd 06HOBUTL | cloudflared
Tunnel\RemoteDesktop\check-routes.cmd NnosHas AnarHocTnka cBasn; —Speed
Tunnel\RemoteDesktop\check-router.cmd pa3roBop ¢ poytepowm; | ~Remember , -Schema
Tunnel\RemoteDesktop\new-router- BbiNucaTb KOHOwUr; | -WhatIf , —Name , | -Remove
peer.cmd

Tunnel\RemoteDesktop\install- noctaButb WireGuard

wireguard.cmd

Tunnel\RemoteDesktop\setup-base- nytb gomoi; | —Check |, | —Remove , | =From , | —Name

vpn.cmd

Kaxabln npuHMMaet | —Root — nyTb K nanke AaHHbIX, €CIN OHa He COCeAHsS.

CueHapwun 13| Engine\Scripts uayTt ceonm PowerShell nporpammbl: | App\AudionPs.exe -

NoProfile -File Engine\Scripts\<cueHapuiti>.psl —-Root "manka paHHbIX" |

UTto rae nexur

B nporpamme:
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Start.exe

Runs\
App\AudionSyncTools.exe
App\AudionPs.exe
Engine\BackupEngine.psml
Engine\BackupRclone.psml
Engine\DataRoot.psl
Engine\Scripts\
Engine\Launcher\

Tunnel\
Tunnel\RemoteDesktop\
Tools\rclone\rclone.exe
Tools\terminal\
Tools\PeaZip\
Tools\edit\, Tools\micro\
App\config\

logs\
Assets\SyncTools.ico, .png,
config\version.json
config\profile.json
config\rclone.sample.conf

config\gui-settings. json

B paHHbIX:

.svg

3anycK OKHa

Bpannepbl: 3epKaso, KJW4YM, CHUMOK, OOGHOBNEHUS
OKHO
cBoil PowerShell 7: vm upyT cueHapuu u Bpanneps

OBUKOK: LENU, KI4Yu, TYHHeNu, yKasaTenb OaHHbIX
ceoil rclone: nMOUCK, KOH(Ur, Bbi30BbI

rAe Manka [aHHbIX — OAWMH OTBEeT Ha BCeX

cueHapuu nop Bpanmnepamu

Start.cs, cbopka exe M 3Hayka

KnueHT TyHHens u Bin\cloudflared.exe

[OCTYM K MawuHam

CBON GUHAPHMK

Windows Terminal: TepMuHan K MawuHam v Ons penakTopoB
apxusaTop

pepakTopbl ana F4

padbl KHOMOK, C/OBapb, LBeTa CTPOK, Tpynnbl MAacoK
HYPHAJl OKHa MO OHAM U XYpHasibl MAacTepoB

3Ha4oK
Bepcus
yKasaTenb: rge nanka [aHHbIX 3TON MauuHb
3aroTtoBka rclone.conf, 6e3 3HaudeHuUn

4YTO 3anOMHUIO OKHO
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Snapshots\

MAIN VPS Backup\
Forgejo Mirror\
Audion Portal\
Audion Vault Portal\
Planning Signals\

Audion Share\

nocnegHun cHumok MAIN VPS uenukom
IOHUTbI, CKpunTbl U pokymeHTbl MAIN VPS
rosbie Konuum peno3nTopues

nopTtan

BOPKEp XpaHunuvua 3ameToK

cbop curHasnos

BOPKEp BUTPUHbI

Tunnel\SSH\clients\ CLIENTS: kfw4YM MawuH napka
Tunnel\SSH\servers\ napsl kK MAIN VPS u SECOND VPS, golden copy
Tunnel\SSH\beacon\ kw4 REVERSE SSH TUN 3Toil MawuHbl
Tunnel\Export\SSH\ Export Keys: cnenok Knw4deil C 3TOW MawuHbI
Tunnel\WG\ KOH(pUr TyHHens po poyTepa BASE
Tunnel\clouds.key naponb K KOH(ury obnakos

Tunnel\Tokens\ TokeHbl GitHub, Cloudflare, Telegram
Tunnel\ACCESS.md peecTp AOCTynoB

config\rclone\ rclone.conf, Knwyum R2, oTnevyaTKu XocCcTOB, obnaka
config\mirror. json nnaH 3epkana

config\mask-sets. json cBOM Habopbl MaCOK

config\bisync\ napol BISYNC n cocTosHue Kampoii

Tunnel\RemoteDesktop\config\targets.json apgpeca mawuH n SECOND VPS

\

Tam e nexuT 1 Npoduib MaWmnHbl — TO, YeM OHa OTNIMYAETCS OT TakOM Xe NPOorpamMmsbl y ApYyroro

yenoBeka:

rclone.conf un knw4in K R2 bucket
nnaH 3epkana: nanku, MAIN VPS n SECOND VPS

config\rclone\
config\mirror. json

Tunnel\RemoteDesktop\config\ appeca mMawvH U naponb poyTepa

Hactpolikn okHa —  config\gui-settings.json — ctosa He BXOAAT: 3TO YacTb CaMOM NPOrpaMmbl,

M XXMBYT OHW BMeCTe C €€ Mankown.

Packnagka Knrouen Aep>nTca Ha OAHOM Mpasuie: MPUBaTHBIW KJIFOY MallMHbI OCTaéTca Ha Hell. OH
nexut B npodune %USERPROFILE%\.ssh , rae ero nwert ssh, B CLIENTS psgom co cBoum  .pub n B
Tunnel\Export\SSH , oTkysa BepHETCA Nocae nepeycraHOBKM cuCTeMbl. Ha gpyrine malmvHbl yXoauT

TONBKO NYOANYHBIVA KA.

Npabnu

Knrou c 06wmmn npaBamun. | ssh | 1 | ssh—keygen OTKa3blBalOTCA YMTaTb MPUBATHbIV KJOY, €C/IN K

bariny nmeeTt AOCTyn KTO-TO KPOME B/laZieNibLia — BKAKOYAs YUETHbIE 3annCK, KOTOPbIX Ha MalLVHE yXe
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HeT. JleunTCa MMMNOPTOM: OH CBOAMT NpaBa 1 y KONwui, 1y GannoB B UCTOYHUKE.

Mepee3p nankwn. [NyTn K K104y 1 K cloudflared 3anucaHbl B AByX mecTax: B| ~\.ssh\config v B
.git\config kaxpgoro 3epkana. [locne nepeHoca git Mmonya nepectaét TaHyTb — «ldentity file not
accessible». VIMnopT YvHUT 1 TO, N Apyroe, HO TO/ILKO Te MyTW, KOTOpble HUKYZAa He BeayT: pabouve

CTPOKM OH He TPOraer.

Golden copy n Export Keys. Tunnel\SSH — golden copy Ha cnyyan kpuBoro Habopa npwm
skcnoprte: EXPORT KEYS B Heé He nuweT HuKorga. Jlexkalana Tam Konua MapLUpyToB
ssh_config.copy pykamu He obHoBaseTca — korga B | ~\.ssh\config MOABAAETCA HOBbIV XOCT,
konuo Hago obHoBuTb. IMPORT KEYS npeanountaet Export Keys 1 gononHsaet oTcyTcTBytowme
cepBepHble napbl 13 | Tunnel\SSH\servers , coxpaHaa cogep>vmoe golden copy. lNpaBa nprBaTHbIX
dannoB moryt 6bITb McnpaeeHbl: Tak OpenSSH npuHUMaeT nx nocne nepeHoca Ha apyryto Windows.
Ecnim REVERSE SSH TUN npwu yctaHoBke nonyyaet bad permissions , OH ncrnpasiseT rnpasa
BbIOPaHHOrO K/toYa B JaHHbIX nan npoduae n nostopaeT Bxos. [JocTaToUHO MOBTOPUTL YCTaHOBKY

nocne o6HOBNEHWSA NPOrpaMMbil.

CHUMOK oAMH. Snapshots aep>XuT nocnegHnin n ybupaeT npexxHne: CTOPUSA BEPCUI N TaK NEXUT B

R2 bucket, a gBa CHMMKa Ha AMCKe — 3TO CTO AecATb MerabanT 1 BOMPOC «KaKOW 13 HUX CBEXMUN».

Manka gaHHbIX He nycTan. Yaanate | Audion Backup Henb3sa: TaM KAO4uW, TOKEHbl N e ANHCTBEHHAS

nokanbHasa konua MAIN VPS. lMporpamma ymeet eé€ HanosHATb, HO AaHHbIX B cebe He AepXXuT.

OpenVPN u3 aaHHbIX MaLlUMHbI

B TUNNEL » NET kHonka OPENVPN npegnaraet nogkatountb VPN n otkpbite WORK B akTBHOM
naHenn nMbo OTKAOUUTL BbiIBpaHHbIV Npoduab. [MOBTOpHOE NoaktoueHne yxe paboTatoLLero
npoduna He TpebyeT gononHuTenbHoro SSH-npobpoca. KnmeHT MOXHO XpaHUTb B | Manka
AaHHbIX\OpenVPN Portable , npo¢unb — B ero | data\config\*.ovpn , a paiin | .rdp — psagom c
openvpn-portable.exe . 3TO IMYHbIE JAaHHbIE N KJIVEHT BNaAebLa; B NPOrpaMmy 1 eé BbiMyCck OHU

He BXOAAT.

Ecam cuctemubii OpenVPN GUI yctaHOBAEH, OH HaxoAMTCA aBTOMaTMyecku. MHaue ncnonb3yercs
Portable B BbibpaHHoW nanke gaHHbix. SETUP — MPOYEE — OVPN PATH coxpaHseT siBHbI BbI6Op
KAveHTa 1 npoduas; Takon Bbibop nmeet npuoputeT. Ecam npodunb oguH, MMa BbIGUpaTb HE HY>KHO.
MyTu Portable BHYTpW AaHHbIX COXPAHAOTCA OTHOCUTEIBHO MX KOPHSA, MO3TOMY Habop MOXHO

nepeHecTV Ha APYromn ANCK.

MNepes nepBbIM coeanHeHeM Ha HoBo Windows foKeH 6biTb YyCTaHOBAEH NMOAXOAAWLMNI ApaniBep

OpenVPN. Sync Tools ero He yctaHaBamBaeT. Ctrl+ OPENVPN npoBepseT Nyt 1 COBMECTUMOCTb Yy>Ke
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oTkpbIToro GUI 6e3 noakntoueHns. PaboTarolwmnin KAMEHT € 4pyror Nankon KOHGUros He
nepekarYaeTCs aBTOMaTUYeCKW: 3aBepLUMTe ero caMu, Korja AonyCcTMMO OTKIHUNUTL NpeXxHee

coeanHeHune, 3atem Haxxmumte OPENVPN.

MNocne 3anycka kaveHtom (Windows moxet 3anpocute UAC) nporpamma A0 90 cekyHA XAET
HacTosero uteHuns cnucka amckoB WORK uepes rclone. 3atem otkpbiBaeT WORK B akTVBHOWM naHenu.
Ecnm 3a Bpems oxxnaaHns Bbl CMEHMAW NaNKy AaHHbIX, Pa3Aen Uav UCTOYHMK NaHenn, aBToMmatmnyeckoe
oTKpbITHEe oTMeHseTca. VPN gaét mapwpyrT, a rclone cam BxoauT no SSH-karouy 1 pabotaet no SFTP;
oTAenbHbIN ssh.exe He TpebyeTca. Ha HoBow mMalumHe cHavana Hactponte IMPORT KEYS n
RCLONE.CONF; y | [work] ponxeH 6biTb soBepeHHbIn known_hosts_file. Knroun cepsepos
aBTOMaTUYeCcku He NpuHUMatoTca. Ecim anckm He npoumnTannce, NporpamMma nokasbiBaeT OLWKOKyY u
octaBnseT VPN pabotatowmm. CoctosiHme camoro VPN v ero owmnbky BUAHbI B TPEE; XXypHaJbl IexaT B
data\log . OTkntoueHne yepe3z OPENVPN kacaeTtcs ToNbKO BbIOpaHHOTro Npoduas, octanbHble
coegunHeHua He 3aBepLuatotca. CTONN ocraérca kHonkoun dannosbix onepaunin. RDP 3anyckaetca
oTaenbHo. Konun ogHoro VPN-ceptudmrkata Ha pasHbIX MalnMHax MOryT BbITECHATb APYT ApYyra; ANS

OAHOBPEMEHHOW PaboTbl HY>KHbI NpoduaK, paspelléHHble agmmHucTpatopomM VPN-cepsepa.

B koHconn Te xe aerictBus: | Tunnel\RemoteDesktop\openvpn.cmd —Root "nanmka AaHHbIX" | K
openvpn—-path.cmd —Root "nanka paHHbix" ; NpoBepka — | openvpn.cmd —Check -NoPause .

ABHble aencTBumA: | openvpn.cmd -Connect 1 openvpn.cmd -Disconnect , c Tem Xxe  -Root .
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